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The Organized Retail Theft (ORT) Prevention Grant Program
Application is divided into five (5) sections as identified below:
Background Information Contact Information Program Information
Proposal Narrative and Budget Mandatory Attachments Each section
has a series of questions requiring a response. Applicants will be
prompted to provide written text, select options from a drop down
menu, select options from a multiple choice menu, or upload
attachments. Questions with a red asterisk require responses.
Applicants will not be able to submit the application until all questions
with a red asterisk have been completed. Applicants may reference
the ORT Prevention Grant Program Proposal Instruction Packet for
background information, key dates, rating factors, and other
important information to aid in the completion of the ORT Prevention
Grant Program Application. The ORT Prevention Grant Proposal
Instruction Packet is available on the Board of State and Community
Corrections (BSCC) website. NOTE: Applicants may start and stop
their application but must select "Save Draft" at the bottom of the
application before existing.

SECTION I -
BACKGROUND
INFORMATION

This section requests information about the applicant’s name,
location, mailing address, and tax identification number.

Name of Applicant
(i.e., Police
Department, Sheriff’s
Department, or
Probation
Department)

Kingsburg Police Department

Multi-Agency
Partnerships
Information (if
applicable)

Applicants may apply for funding as part of a multi-agency
partnership (two [2] or more agencies). The agencies and
jurisdictions comprising the collaborative application are not required
to be contiguous. One (1) Lead Public Agency must be identified on
behalf of the partnership.

Multi-Agency
Partnerships

No: This is not a Multi-Agency Partnership Application



Lead Public Agency
Information

All applicants are required to designate a Lead Public Agency (LPA)
to serve as the coordinator for all grant activities. The LPA is a
governmental agency with local authority within the applicant's city or
county. The applicant may choose to fill the role of LPA itself or it
may designate a department, agency, or office under its jurisdiction
to serve as the LPA. The role of the LPA is to coordinate with other
local government agency partners and non-governmental
organizations to ensure successful implementation of the grant
program. The LPA is responsible for data collection and
management, invoices, meeting coordination (virtual and/or in-
person), and will serve as the primary point of contact with the BSCC.

Lead Public Agency Kingsburg Police Department

Applicant's Physical
Address

1300 California Street
Kingsburg
CA
93631
US

Applicant's Mailing
Address (if different
than the physical
address)

n/a

Mailing Address for
Payment

1300 California Street
Kingsburg
CA
93631
US

Tax Identification
Number

94-600353

SECTION II -
CONTACT
INFORMATION

This section requests contact information for the individuals
identified as the Project Director, Financial Officer, Day-to-Day Project
Contact, Day-to-Day Fiscal Contact, and the Authorized Signature.

Project Director Shaun
Stephens

Project Director's
Title with
Agency/Department/Organization

Lieutenant, Kingsburg Police Department

Project Director's
Physical Address

1300 California Street
Kingsburg
CA
93631
US

Project Director's
Email Address

shaun.stephens@fcle.org



Project Director's
Phone Number

+15598974418

Financial Officer Alma
Colado

Financial Officer's
Title with
Agency/Department/Organization

Finance Director, City of Kingsburg

Financial Officer's
Physical Address

1300 California Street
Kingsburg
CA
93631
US

Financial Officer's
Email Address

acolado@cityofkingsburg-ca.gov

Financial Officer's
Phone Number

+15598975821

Day-To-Day Program
Contact

Shaun
Stephens

Day-To-Day Program
Contact's Title

Lieutenant, Kingsburg Police Department

Day-To-Day Program
Contact's Physical
Address

1300 California Street
Kingsburg
CA
93631
US

Day-To-Day Program
Contact's Email
Address

shaun.stephens@fcle.org

Day-To-Day Program
Contact's Phone
Number

+15598974418

Day-To-Day Fiscal
Contact

Jennifer
Alvarez

Day-To-Day Fiscal
Contact's Title

Account Clerk II, City of Kingsburg

Day-To-Day Fiscal
Contact's Physical
Address

1401 Draper Street
Kingsburg
CA
93631
US



Day-To-Day Fiscal
Contact's Email
Address

jalvarez@cityofkingsburg-ca.gov

Day-To-Day Fiscal
Contact's Phone
Number

+15598975821

Name of Authorized
Officer

Neil
Dadian

Authorized Officer's
Title

Police Chief, Kingsburg Police Department

Authorized Officer's
Physical Address

1300 California Street
Kingsburg
CA
93631
US

Authorized Officer's
Email Address

neil.dadian@fcle.org

Authorized Officer's
Phone Number

+15598974418

Authorized Officer
Assurances

checked

SECTION III -
PROGRAM
INFORAMTION

This section requests a Project Title, Proposal Summary description,
Program Purpose Area(s) selection, and Scope Funding Category
selection.

Project Title Combatting Crime Through Enforcement and Education

Proposal Summary The Kingsburg Police Department is proposing to install license plate
readers in strategic locations throughout the city and near Highway
99 on-ramps and off-ramps. Additionally, this project will include
overtime for KPD officers to increase enforcement of retail theft laws,
and to prevent organized retail and vehicle theft through undercover
operations as well as retailer education.

PROGRAM
PURPOSE AREAS

Applicants must propose activities, strategies, or programs that
address the Program Purpose Areas (PPAs) as defined on pages 5 -
8 in the ORT Prevention Grant Proposal Instruction Packet. A
minimum of one (1) PPA must be selected; applicants are not
required to address all three (3) PPAs. All proposed activities,
strategies, or programs must have a link to the ORT Prevention
Grant Program as described in the authorizing legislation and the
ORT Prevention Grant Proposal Instruction Packet.

Program Purpose
Areas (PPAs):

PPA 1: Organized Retail Theft
PPA 2: Motor Vehicle or Motor Vehicle Accessory Theft



Funding Category
Information

Applicants may apply for funding in a Medium Scope OR Large Scope
Category. The maximum an applicant may apply for is up to
$6,125,000 in the Medium Scope category OR up to $15,650,000 in
the Large Scope category. Applicants may apply for any dollar
amount up to and including the maximum grant amount identified in
each category. Multi-agency partnerships (determined as Medium
Scope OR Large Scope) may apply for up to the maximum grant
award in that category, multiplied by the number of partnering eligible
applicants. For Example: Four (4) eligible applicants in the Medium
Scope category may submit one (1) application for up to $24,500,000
o $6,125,000 (Medium Scope Max) x 4 (# of Agencies) = $24,500,000
Two (2) eligible applicants in the Large Scope category may submit
one (1) application for up to $31,300,000 o $15,650,000 (Large Scope
Max x 2 (# of Agencies) = $31,300,000 Please reference pages 10-12
in the ORT Prevention Grant Proposal Instruction Packet for
additional information.

Funding Category Medium Scope (Up to $6,125,000)

SECTION IV -
PROPOSAL
NARRATIVE AND
BUDGET

This section requests responses to the Rating Factors identified in
the the ORT Prevention Grant Program Application Instruction
Packet.



Proposal Narrative
Instructions

The Proposal Narrative must address the Project Need, Project
Description, Project Organizational Capacity and Coordination, and
Project Evaluation and Monitoring Rating Factors as described in the
ORT Prevention Grant Instruction Packet (refer to pages 20-24). A
separate narrative response is required for each Rating Factor as
described below: The Project Need narrative may not may not exceed
6,711 total characters (includes punctuation, numbers, spacing and
any text). In Microsoft Word, this is approximately three (3) pages in
Arial 12-point font with one-inch margins on all four (4) sides and at
1.5-line spacing. The Project Description narrative may not may not
exceed 11,185 total characters (includes punctuation, numbers,
spacing and any text). In Microsoft Word, this is approximately five
(5) pages in Arial 12-point font with one-inch margins on all four (4)
sides and at 1.5-line spacing. The Project Organizational Capacity
and Coordination narrative may not may not exceed 4,474 total
characters (includes punctuation, numbers, spacing and any text). In
Microsoft Word, this is approximately two (2) pages in Arial 12-point
font with one-inch margins on all four (4) sides and at 1.5-line
spacing. The Project Evaluation and Monitoring narrative may not
may not exceed 4,474 total characters (includes punctuation,
numbers, spacing and any text). In Microsoft Word, this is
approximately two (2) pages in Arial 12-point font with one-inch
margins on all four (4) sides and at 1.5-line spacing. A character
counter is automatically enabled that shows the number of
characters used and the remaining number of characters before the
limit for each response is met. If the character limit is exceeded, a red
prompt will appear with the message "You have exceeded the
character limit". Applicants will be prohibited from submitting the
ORT Prevention Grant Program Application until they comply with the
character limit requirements. NOTE: It is up to the applicant to
determine how to use the total word limit in addressing each section,
however as a guide, the percent of total point value for each section
is provided in the ORT Prevention Grant Proposal Instruction Packet
(refer to page 15).



Project Need The City of Kingsburg lies right in the heart of the Central Valley, in
Fresno County. The population is approximately 12,662, and the area
of the city is 3.7 square miles. Highway 99 runs directly through the
city. This makes Kingsburg a great location for tourists to stop and
stretch their legs, long-haul truckers to grab a bite to eat, or for
organized retail thieves to commit a crime then easily and quickly
hop right back on the highway and be in another jurisdiction in no
time. Due to its proximity to the highway, Kingsburg has seen a rise
in retail and vehicle theft, and local retailers are begging for help.
Since 2018, the Kingsburg Police Department has received 271
reports of motor vehicle theft or theft of motor vehicle accessories
as well as 70 reports of retail theft. One of these most egregious
instances occurred at the height of the pandemic, when three
individuals were arrested for stealing essential items from both
Walgreens and SaveMart in Kingsburg. The individuals took off with
more than $3,000 worth of baby formula, diapers, and bottled water.
In a small town such as Kingsburg, this not only created an
inconvenience for residents and financial loss for the retailers, but
also put our residents at serious risk of not being able to get the
essential items they needed.

Due to budget constraints, the Kingsburg Police Department (KPD)
has already had to cut one officer within the last year. More cuts
could be on the horizon, and KPD is not in a financial position to
purchase license plate readers or fund officer overtime on its own.
Without funding from the BSCC Organized Retail Theft Prevention
grant, neither the City of Kingsburg nor KPD will be able to properly
protect the city’s retail establishments or prevent organized retail or
vehicle theft in the city. 

Project Description The Kingsburg Police Department (KPD) serves the City of Kingsburg
and is made of 26 full-time sworn police officers. KPD will be
implementing the proposed grant-funded project to reduce retail and
vehicle theft in the city by adopting a two-pronged approach:
enhancing staff capacity and increasing technology support. To this
end, the requested grant funds will be used to fund overtime for two
officers every week to perform additional education and enforcement
duties related to retail and motor vehicle theft and to purchase 20
license plate readers (LPRs). 

KPD officers who will be performing overtime duties with grant
funding will be working with local retailers to inform them of retail
theft trends and patterns, what to do if they suspect retail theft has
occurred on their premises, and how to avoid retail theft. This
collaboration will also include discussions on how best to install
security cameras to capture the most pertinent information and
evidence and how to place merchandise to avoid retail theft as well
as tips on common tactics deployed by those committing retail theft,
such as drawing attention away from the front of the store or
business. 

Grant-funded overtime activities will include undercover operations



to look for criminal activity as well as an increased uniformed-officer
presence in retail areas to deter retail theft and to quickly apprehend
suspects when it does occur. They will respond to suspicious activity
and calls for service, and they will continuously collaborate with
retailers and retail security. Overtime duties may also include
increasing interactions with targeted subjects who are on probation
or parole for theft-related crimes to ensure they are in compliance
with the terms of their probation or parole.

Additionally, grant funds are being requested so that KPD may
purchase and install 20 new license plate readers (LPRs). These
LPRs will be installed on city-owned property in retail areas as well as
major roadways entering/exiting the city (e.g., Highway 99 on-ramps
and off-ramps). Various intersections along Sierra Street have been
identified as high-priority areas for these LPR cameras due to its
proximity to many retailers and the fact that it is the most traveled
roadway in the city. Retailers along this stretch of roadway or within a
block of it include Walgreens, Save Mart, Dollar Tree, O’Reilly Auto
Parts, Kingsburg Smoke Shop, Joyeria El Diamante jewelry store,
AutoZone auto parts, and various convenience stores. Walgreens
and SaveMart—the location of the aforementioned theft of $3,000
worth of baby formula, diapers, and bottled water—are both located
approximately a block and a half from an on-ramp to Highway 99.
This demonstrates the need for additional cameras along Sierra
Street and the highway on-ramps and off-ramps to enhance KPD's
ability to identify suspects and vehicles and to help reduce the
burden on officers by automatically alerting police when a crime
occurs.

LPRs will also reduce the amount of time spent by officers and
detectives combing through hours of surveillance footage searching
for a suspect vehicle’s license plate, which will allow them to more
quickly follow up on investigative leads and prosecute suspects. All
maintenance and software costs associated with the requested LPRs
are included in the budget. The City and KPD are fully prepared to
absorb this cost to continue utilization of the LPRs after the
expiration of the grant award period, including by seeking additional
grant funding if necessary.

When combined, the technological support of the requested cameras
and the bolstered staff capacity will greatly enhance KPD’s ability to
both deter theft and to identify those who commit theft, allowing the
Department to better protect the community it serves.



Project
Organizational
Capacity and
Coordination

Both the City of Kingsburg and the Kingsburg Police Department
(KPD) have the capacity to successfully execute the proposed
project. Personnel selected to work the organized retail and vehicle
theft grant operations will primarily consist of individuals who are
currently detectives or have previous surveillance or theft detection
experience. These individuals have training in undercover and
mobile surveillance tactics. KPD has an existing relationship with
retailers and retail security in the area due to the prevalence of theft,
and the officers with continue to collaborate closely with them
throughout the project implementation period.

The project will utilize undercover police officers and detectives to
perform the retail theft prevention operations. Sworn officers will also
be working with subjects who are on probation or parole for theft-
related crimes to ensure they are complying with all terms of their
probation or parole. KPD detectives will also investigate any larger
scale thefts that occur in the city, which may include coordination
with other agencies as organized retail theft suspects frequently
travel throughout the state. KPD has successfully worked with
neighboring and other law enforcement agencies in the past and
would be able to do so in the execution of these grant activities as
well. This may include, but is not limited to, KPD sharing information
gained from the LPRs with neighboring agencies after the execution
of retail theft in Kingsburg in order to ensure that neighboring
agencies are alerted to the suspects, future thefts are prevented, and
suspects are apprehended as quickly as possible.



Project Evaluation
and Monitoring

The Records Department and involved Kingsburg Police Department
(KPD) detectives will track retail theft and motor vehicle theft
numbers in the jurisdiction to ensure the grant-funded activities are
successful. KPD will track specific crime rates for the target project
areas and compare those to crime rates prior to the implementation
of the project. KPD already tracks this data and thus will have no
difficulty in continuing to do so to ensure that the project is showing
success. The hope for this project is that the frequency of calls for
service in the targeted locations will decrease over time, as the
increased presence of officers and the installation of the new LPRs
deter theft. For the instances of theft that do occur, KPD anticipates
that the proposed project will aid in apprehending suspects at a
higher rate than is currently possible.

Measures of success will include: 
• Decreased reports of retail theft
• Decreased calls for service for retail theft 
• Increased apprehension of suspects in regards to retail theft
• Decreased reports of motor vehicle theft/theft of motor vehicle
parts
• Increased apprehension of suspects in regards to motor vehicle
theft/theft of motor vehicle parts

It will also be tracked how often the LPRs are used in an
investigation, whether to identify a suspect or apprehend a suspect
(or both). Feedback from retailers will also be solicited to ensure that
KPD activities are not impacting retail operations, and to ensure that
the resources and education being offered by KDP are useful and
effective. This communication will provide feedback to KPD on how
efforts can be improved and will keep retailers apprised of the
Department’s efforts to deter retail theft.

Budget Instructions Applicants are required to submit a Proposal Budget and Budget
Narrative (Budget Attachment). Upon submission the Budget
Attachment will become Section 5: Budget (Budget Tables &
Narrative) making up part of the official proposal. The Budget
Attachment must be filled out completely and accurately. Applicants
are solely responsible for the accuracy and completeness of the
information entered in the Proposal Budget and Budget Narrative.
The Proposal Budget must cover the entire grant period. For
additional guidance related to grant budgets, refer to the BSCC Grant
Administration Guide. The Budget Attachment is provided as a
stand-alone document on the BSCC website.

Budget Attachment
ORT-Grant-Program-Budget-Attachment-Kingsburg.xlsx



SECTION V -
ATTACHMENTS

This section list the attachments that are required at the time of
submission, unless otherwise noted. Project Work Plan (Appendix B)
- Mandatory Grantee Assurance for Non-Governmental Organizations
(Appendix D) - Mandatory Local Impact Letter(s) (Appendix E) -
Mandatory Letter(s) of Commitment (Appendix F) - If Applicable
Policies Limiting Racial Bias - Refer to page 9 of the Proposal
Instruction Packet - Mandatory Policies on Surveillance Technology -
Refer to page 9 of the Proposal Instruction Packet - If Applicable
Certification of Compliance with BSCC Policies on Debarment, Fraud,
Theft, and Embezzlement (Appendix G) - Mandatory Governing Board
Resolution (Appendix H) - Optional

Project Work Plan (Appendix B)
Project-Work-Plan-ORT-Kingsburg.pdf

Grantee Assurance for Non-Governmental Organizations (Appendix D)
Non_Governmental_Organization_Assurances.pdf

Local Impact Letter(s) (Appendix E)
Impact_Letter_KPD.pdf

Letter(s) of
Commitment,
(Appendix F)

n/a

Policies Limiting Racial Bias
KPD_Anti_Bias_Policy.pdf

Policies on Surveillance Technology
KPD_Surveillance_Policy.pdf

Certification of Compliance with BSCC Policies on Debarment, Fraud, Theft, and Embezzlement
(Appendix G)
Appendix_G.pdf

OPTIONAL:
Governing Board
Resolution (Appendix
H)

n/a

OPTIONAL:
Bibliography

n/a

CONFIDENTIALITY
NOTICE:

All documents submitted as a part of the Organized Retail Theft
Prevention Grant Program proposal are public documents and may
be subject to a request pursuant to the California Public Records Act.
The BSCC cannot ensure the confidentiality of any information
submitted in or with this proposal. (Gov. Code, § 6250 et seq.)
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Applicants must complete a Project Work Plan. This Project Work Plan identifies measurable goals and objectives, process 
and outcome measures, activities and services, responsible parties for those activities and services, data sources and 
estimated timelines. Completed plans should (1) identify the project’s top goals and objectives; (2) identify how the goal(s) will 
be achieved in terms of the activities, responsible staff/partners, and start and end dates, process and outcome measures; and 
(3) provide goals and objectives with a clear relationship to the need and intent of the grant. As this grant term is for three (3) 
years, the Project Work Plan must attempt to identify activities/services and estimate timelines for the entire grant term. A 
minimum of one goal and corresponding objectives, process measures, etc. must be identified. 
 

Applicants must use the Project Work Plan provided below. You will be prompted to upload this document to the 
BSCC-Submittable Application. 

 

(1) Goal: > Educate Retail Business Owners and Employees 

Objectives (A., B., etc.) > Educate retail business owners and employees of theft trends, security advise such as security camera installation and  
locations, merchandise placement within the business, not being distracted by customers and allowing staff to take focus 
away from front of store/business  
 

Process Measures and 
Outcome Measures: 

>  The process measures would be positive because the retail business owners would become more aware of the trends 
of retail theft as well as the security measures to put in place to reduce thefts at the business. Outcome measures would 
be positive because the loss of merchandise would be reduced, therefor saving the retail owners and customers 
money.     

Project activities that support the identified goal and objectives:  Responsible staff/partners Timeline 

Start Date End Date 

>  Officers giving in service training to retail owners and employees 
on the listed objectives.    

>  Kingsburg Police 
Department and Retail 
business owners     
 

>  April 2024     >  December 
2026     

List data and sources to be used to measure outcomes: >    Amount of retail theft calls for service and money loss reported   

 
 

Appendix B: Project Work Plan 



Organized Retail Theft Prevention Grant Program 

 

 
 

(2) Goal: > Reduces Instances of Reported of Organized Retail Theft in the City 

Objectives (A., B., etc.) >  A. Place officers undercover in local businesses on a weekly basis. 
     B. Plan and execute probation and parole contacts for subject on probation or parole for theft related crimes. 
         
 

Process Measures and 
Outcome Measures: 

> The primary outcome measure will be the number of reports of retail theft/organized retail theft. 

Project activities that support the identified goal and objectives:  Responsible staff/partners Timeline 

Start Date End Date 

> Officers will perform undercover operations on a weekly basis 
> officers will communicate with local retailers on how best to 
prevent retail theft, and what to do when it occurs 
> KPD will increase officer presence in and around local retailers to 
deter organized retail theft 
 

>  Kingsburg Police 
Department     
 

>    April 2024   >   December 
2026    

List data and sources to be used to measure outcomes: >   Data collected from crime reports regarding retail theft and arrests made during grant 
period.    

 
 
 
 
 
 
 
 
 
 
 
 
 



Organized Retail Theft Prevention Grant Program 

 

 
 
 

(3) Goal: > Utilize license plate readers to deter retail theft and to assist in retail theft investigations. 

Objectives (A., B., etc.) > A. Enhance the police department's ability to identify suspects and vehicles through the use of camera’s and LPR’s 
   B. Help reduce the burden by automatically alerting police when a crime occurs. 
   C. Reduce time spent by officers and detectives combing through hours of surveillance footage searching for a suspect 
vehicle’s license plate. 
   D. Assist in investigative leads to arrest and prosecute suspects. 
 

Process Measures and 
Outcome Measures: 

>   The procss measures would be positive as it would assist law enforcement in identifying and arresting suspects as 
well as deterring thieves.  The outcome measures would be a reduction in property crimes in the City of Kingsburg.    

Project activities that support the identified goal and objectives:  Responsible staff/partners 
 

Timeline 

Start Date End Date 

> Purchase and install 20 license plate readers in retail areas and 
major roadways entering and exiting the city 

> Kingsburg Police 
Department and Kingsburg 
Media Foundation 
 

>  December 
2024   

>  July 2024    

List data and sources to be used to measure outcomes: >  Data from crime reports would be used to determine if retail theft crimes as well as other 
crimes are being reduced in the City of Kingsburg  and data looking at retail theft investigations opened/closed will be measured.  

 



Total

$269,840.00

$0.00

$13,492.00

$0.00

$17,667.00

$60,000.00

$10,000.00

$0.00

$0.00

$370,999.00

Total

$16,080.00

$76,960.00

$84,240.00

$92,560.00

$0.00

$0.00

$0.00

$0.00

$269,840.00

Total

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

2. Services and Supplies

3. Professional Services or Public Agencies

5.  Data Collection and Evaluation

9. Indirect Costs

$89/hour (including benefits). ($89 x 10 x 52) x 2=

TOTAL

1b. Salaries & Benefits Narrative: 
The hourly rate listed above is inclusive of all benefits. Two KPD officers will be performing additional retail and auto theft investigation and enforcement duties. 

1. Salaries & Benefits

4. Non-Governmental Organization (NGO) Subcontracts

6. Equipment/Fixed Assets

7. Financial Audit (Up to $25,000)

8. Other (Travel, Training, etc.)

1a. Salaries & Benefits

Description of Salaries & Benefits (% FTE or Hourly Rate) & Benefits  
2 KPD officers performing 10 hours of OT each per 
week for 3 months (October, November, December $67 an hour including benefits. ($67 x 10 x 12) x 2 = 

2 KPD officers performing 10 hours of OT each per 
week for 52 weeks (Jan - Dec 2024) $74/hour (including benefits). ($74 x 10 x 52) x 2 = 

2 KPD officers performing 10 hours of OT each per 
week for 52 weeks (Jan - Dec 2025) $81/hour (including benefits). ($81 x 10 x 52) x 2 = 

Organized Retail Theft Prevention Grant Program - Project Budget and Budget Narrative

44-Month Budget: October 1, 2023 to June 1, 2027

City of Kingsburg

2a. Services and Supplies

Name of Applicant:
(i.e., County Sheriff's Office, County Probation Department, or City Police Department)

Budget Line Item

Note: Rows 7-16 will auto-populate based on the information entered in the budget line items (Salaries and Benefits, Services and Supplies, etc.)

2 KPD officers performing 10 hours of OT each per 
week for 52 weeks (Jan - Dec 2026)

TOTAL

Description of Services or Supplies Calculation for Expenditure

TOTAL

2b. Services and Supplies Narrative: 



Description of Professional Service(s) Total
$13,492.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$13,492.00

3b. Professional Services Narrative

Total

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

Total

$17,667.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$17,667.00

Description of Equipment/Fixed Assets Total

$60,000.00

5b. Data Collection and Evaluation Narrative
Data will be collected and evaluated internally, and all required statistics will be provided. 

4a. Non-Governmental Organization (NGO) Subcontracts

Calculation for Expense

TOTALS

Description of Non-Governmental Organization 
(NGO) Subcontracts

Description of Data Collection and Evaluation

Data collection and Evaluation for grant reporting 5% of $353332

City HR, Payroll for 44 months

20 Milesight MIL-MS-C2841X36TLPA/W LPR Cameras

5a. Data Collection and Evaluation

Calculation for Expense

TOTALS

4b. Non-Governmental Organization (NGO) Subcontracts Narrative
Enter narrative here. You may expand cell height if needed.

3a. Professional Services

5% of total cost of both officers

TOTAL

Additional staff time to calculate officer overtime and benefits due to grant-funded activities. 

6a. Equipment/Fixed Assets

Calculation for Expense

$3,000 per camera (includes installation) x 20 cameras

Calculation for Expenditure



$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$60,000.00

Total

$10,000.00

$0.00

$0.00

$0.00

$0.00

$0.00

$10,000.00

Total

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

Grant Funds Total

$0 $0

$0

$0 $0

$0

7a.Financial Audit

Description Calculation for Expense

Outside audit to comply with grant requirements 10,000

For this grant program, indirect costs may be charged using only one of the two options below:

1)   Indirect costs not to exceed 10 percent (10%) of the total grant award. Applicable if the organization does not have a 
federally approved indirect cost rate.

If using Option 1) grant funds allocated to Indirect Costs may not exceed:

2)   Indirect costs not to exceed 20 percent (20%) of the total grant award. Applicable if the organization has a federally approved 
indirect cost rate. Amount claimed may not exceed the organization's federally approved indirect cost rate.

If using Option 2) grant funds allocated to Indirect Costs may not exceed:

TOTAL

7b. Financial Audit) Narrative:
The City will have an outside audit performed to comply with requirements of any grant award received.

9a. Indirect Costs

8b. Other (Travel, Training, etc.) Narrative:
Enter narrative here. You may expand cell height if needed.

TOTAL

8a.Other (Travel, Training, etc.)

Description Calculation for Expense

TOTALS

6b. Equipment/Fixed Assets Narrative
20 license plate readers will be installed in the City''s downtown retail area, as well as primary ingress and egress routes. 



TOTAL $0 $0

9b. Indirect Costs Narrative:
Enter narrative here. You may expand cell height if needed. If using a federally approved indirect cost rate, please include the rate in the narrative.

Please see instructions tab for additional information regarding Indirect Costs. If the amount 
exceeds the maximum allowed and/or turns red , please adjust it to not exceed the line-item 
noted.





















Policy

808
Kingsburg Police Department

Kingsburg Police Department Policy Manual
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Records Maintenance and Release
808.1   PURPOSE AND SCOPE
This policy provides guidance on the maintenance and release of department records. Protected
information is separately covered in the Protected Information Policy.

808.2   POLICY
The Kingsburg Police Department is committed to providing public access to records in a manner
that is consistent with the California Public Records Act (Government Code § 6250 et seq.).

808.3   CUSTODIAN OF RECORDS RESPONSIBILITIES
The_Chief of Police shall designate a Custodian of Records. The responsibilities of the Custodian
of Records include but are not limited to:

(a) Managing the records management system for the Department, including the
retention, archiving, release, and destruction of department public records.

(b) Maintaining and updating the department records retention schedule including:

1. Identifying the minimum length of time the Department must keep records.

2. Identifying the department unit responsible for the original record.

(c) Establishing rules regarding the inspection and copying of department public records
as reasonably necessary for the protection of such records.

(d) Identifying records or portions of records that are confidential under state or federal
law and not open for inspection or copying.

(e) Establishing rules regarding the processing of subpoenas for the production of
records.

(f) Ensuring a current schedule of fees for public records as allowed by law is available
(Government Code § 6253).

(g) Determining how the department's website may be used to post public records in
accordance with Government Code § 6253.

(h) Ensuring that all department current standards, policies, practices, operating
procedures, and education and training materials are posted on the department
website in accordance with Penal Code § 13650.

(i) Ensuring that public records posted on the Department website meet the requirements
of Government Code § 6253.10 including but not limited to posting in an open format
where a record may be retrieved, downloaded, indexed, and searched by a commonly
used internet search application.

(j) Ensuring that a list and description, when applicable, of enterprise systems (as defined
by Government Code § 6270.5) is publicly available upon request and posted in a
prominent location on the Department’s website.
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808.4   PROCESSING REQUESTS FOR PUBLIC RECORDS
Any department member who receives a request for any record shall route the request to the
Custodian of Records or the authorized designee.

808.4.1   REQUESTS FOR RECORDS
Any member of the public, including the media and elected officials, may access unrestricted
records of this department, during regular business hours by submitting a written and signed
request that reasonably describes each record sought and paying any associated fees
(Government Code § 6253).

The processing of requests for any record is subject to the following (Government Code § 6253):

(a) The Department is not required to create records that do not exist.

(b) Victims of an incident or their authorized representative shall not be required to
show proof of legal presence in the United States to obtain department records or
information. If identification is required, a current driver’s license or identification card
issued by any state in the United States, a current passport issued by the United States
or a foreign government with which the United States has a diplomatic relationship or
current Matricula Consular card is acceptable (Government Code § 6254.30).

(c) Either the requested record or the reason for non-disclosure will be provided promptly,
but no later than 10 days from the date of request, unless unusual circumstances
preclude doing so. If more time is needed, an extension of up to 14 additional days may
be authorized by the Custodian of Records or the authorized designee. If an extension
is authorized, the Department shall provide the requester written notice that includes
the reason for the extension and the anticipated date of the response.

1. When the request does not reasonably describe the records sought, the
Custodian of Records shall assist the requester in making the request focused
and effective in a way to identify the records or information that would be
responsive to the request including providing assistance for overcoming any
practical basis for denying access to the records or information. The Custodian of
Records shall also assist in describing the information technology and physical
location in which the record exists (Government Code § 6253.1).

2. If the record requested is available on the department website, the requester
may be directed to the location on the website where the record is posted. If the
requester is unable to access or reproduce the record, a copy of the record shall
be promptly provided.

(d) Upon request, a record shall be provided in an electronic format utilized by
the Department. Records shall not be provided only in electronic format unless
specifically requested (Government Code § 6253.9).

(e) When a record contains material with release restrictions and material that is not
subject to release restrictions, the restricted material shall be redacted and the
unrestricted material released.

1. A copy of the redacted release should be maintained in the case file for proof
of what was actually released and as a place to document the reasons for
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the redactions. If the record is audio or video, a copy of the redacted audio/
video release should be maintained in the department-approved media storage
system and a notation should be made in the case file to document the release
and the reasons for the redacted portions.

(f) If a record request is denied in whole or part, the requester shall be provided a written
response that includes the statutory exemption for withholding the record or facts that
the public interest served by nondisclosure outweighs the interest served by disclosure
(Government Code § 6255). The written response shall also include the names, titles
or positions of each person responsible for the denial.

808.5   RELEASE RESTRICTIONS
Examples of release restrictions include:

(a) Personal identifying information, including an individual’s photograph; Social Security
and driver identification numbers; name, address, and telephone number; and medical
or disability information that is contained in any driver license record, motor vehicle
record, or any department record including traffic collision reports, are restricted except
as authorized by the Department, and only when such use or disclosure is permitted
or required by law to carry out a legitimate law enforcement purpose (18 USC § 2721;
18 USC § 2722).

(b) Social Security numbers (Government Code § 6254.29).

(c) Personnel records, medical records, and similar records which would involve an
unwarranted invasion of personal privacy except as allowed by law (Government Code
§ 6254; Penal Code § 832.7; Penal Code § 832.8; Evidence Code § 1043 et seq.).

1. Peace officer personnel records that are deemed confidential shall not be made
public or otherwise released to unauthorized individuals or entities absent a valid
court order.

2. The identity of any officer subject to any criminal or administrative investigation
shall not be released without the consent of the involved officer, prior approval
of the Chief of Police, or as required by law.

(d) Victim information that may be protected by statutes, including victims of certain crimes
who have requested that their identifying information be kept confidential, victims who
are minors, and victims of certain offenses (e.g., sex crimes or human trafficking,
Penal Code § 293). Addresses and telephone numbers of a victim or a witness to any
arrested person or to any person who may be a defendant in a criminal action shall
not be disclosed, unless it is required by law (Government Code § 6254; Penal Code
§ 841.5).

1. Victims of certain offenses (e.g., domestic violence, sexual
assault, stalking, human trafficking, adult abuse) or their representatives shall be
provided, upon request and without charge, one copy of all incident report face
sheets, one copy of all incident reports, or both, pursuant to the requirements
and time frames of Family Code § 6228.
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2. Victims of sexual assault, upon written request, shall be provided a free copy
of the initial crime report regardless of whether the report has been closed.
Personal identifying information may be redacted (Penal Code § 680.2(b)).

(e) Video or audio recordings created during the commission or investigation of the crime
of rape, incest, sexual assault, domestic violence, or child abuse that depicts the
face, intimate body part, or voice of a victim of the incident except as provided by
Government Code § 6254.4.5.

(f) Information involving confidential informants, intelligence information, information that
would endanger the safety of any person involved, or information that would endanger
the successful completion of the investigation or a related investigation. This includes
analysis and conclusions of investigating officers (Evidence Code § 1041; Government
Code § 6254).

1. Absent a statutory exemption to the contrary or other lawful reason to deem
information from reports confidential, information from unrestricted agency
reports shall be made public as outlined in Government Code § 6254(f).

(g) Local criminal history information including but not limited to arrest history and
disposition, and fingerprints shall only be subject to release to those agencies and
individuals set forth in Penal Code § 13300.

1. All requests from criminal defendants and their authorized representatives
(including attorneys) shall be referred to the District Attorney, City Attorney, or
the courts pursuant to Penal Code § 1054.5.

(h) Certain types of reports involving but not limited to child abuse and molestation (Penal
Code § 11167.5), elder and dependent abuse (Welfare and Institutions Code § 15633),
and juveniles (Welfare and Institutions Code § 827).

(i) Sealed autopsy and private medical information concerning a murdered child with
the exceptions that allow dissemination of those reports to law enforcement agents,
prosecutors, defendants, or civil litigants under state and federal discovery laws (Code
of Civil Procedure §130).

(j) Information contained in applications for licenses to carry firearms or other files that
indicates when or where the applicant is vulnerable or which contains medical or
psychological information (Government Code § 6254).

(k) Traffic collision reports (and related supplemental reports) shall be considered
confidential and subject to release only to the California Highway Patrol, Department
of Motor Vehicles (DMV), other law enforcement agencies, and those individuals and
their authorized representatives set forth in Vehicle Code § 20012.

(l) Any record created exclusively in anticipation of potential litigation involving this
department (Government Code § 6254).

(m) Any memorandum from legal counsel until the pending litigation has been adjudicated
or otherwise settled (Government Code § 6254.25).

(n) Records relating to the security of the department’s electronic technology systems
(Government Code § 6254.19).
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(o) A record of a civilian complaint, or the investigations, findings, or dispositions of that
complaint if the complaint is frivolous, as defined by Code of Civil Procedure § 128.5,
or if the complaint is unfounded (Penal Code § 832.7 (b)(8)).

(p) Any other record not addressed in this policy shall not be subject to release where
such record is exempt or prohibited from disclosure pursuant to state or federal
law, including but not limited to provisions of the Evidence Code relating to privilege
(Government Code § 6254).

(q) Information connected with juvenile court proceedings or the detention or custody of
a juvenile. Federal officials may be required to obtain a court order to obtain certain
juvenile information (Welfare and Institutions Code § 827.9; Welfare and Institutions
Code § 831).

808.6   SUBPOENAS AND DISCOVERY REQUESTS
Any member who receives a subpoena duces tecum or discovery request for records should
promptly contact a supervisor and the Custodian of Records for review and processing. While a
subpoena duces tecum may ultimately be subject to compliance, it is not an order from the court
that will automatically require the release of the requested information.

Generally, discovery requests and subpoenas from criminal defendants and their authorized
representatives (including attorneys) should be referred to the District Attorney, City Attorney or
the courts.

All questions regarding compliance with any subpoena duces tecum or discovery request should
be promptly referred to legal counsel for the Department so that a timely response can be
prepared.

808.7   RELEASED RECORDS TO BE MARKED
Each page of any written record released pursuant to this policy should be stamped in a colored
ink or otherwise marked to indicate the department name and to whom the record was released.

Each audio/video recording released should include the department name and to whom the record
was released.

808.8   SEALED RECORD ORDERS
Sealed record orders received by the Department shall be reviewed for appropriate action by
the Custodian of Records. The Custodian of Records shall seal such records as ordered by the
court. Records may include but are not limited to a record of arrest, investigation, detention, or
conviction. Once the record is sealed, members shall respond to any inquiry as though the record
did not exist (Penal Code § 851.8; Welfare and Institutions Code § 781).

When an arrest record is sealed pursuant to Penal Code § 851.87, Penal Code § 851.90, Penal
Code § 851.91, Penal Code § 1000.4, or Penal Code § 1001.9, the Records Supervisor shall
ensure that the required notations on local summary criminal history information and police
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investigative reports are made. Sealed records may be disclosed or used as authorized by Penal
Code § 851.92.

808.9   SECURITY BREACHES
The Records Supervisor shall ensure notice is given anytime there is a reasonable belief
an unauthorized person has acquired either unencrypted personal identifying information or
encrypted personal information along with the encryption key or security credential stored in any
Department information system (Civil Code § 1798.29).

Notice shall be given as soon as reasonably practicable to all individuals whose information may
have been acquired. The notification may be delayed if the Department determines that notification
will impede a criminal investigation or any measures necessary to determine the scope of the
breach and restore the reasonable integrity of the data system.

For the purposes of this requirement, personal identifying information includes an individual’s first
name or first initial and last name in combination with any one or more of the following:

• Social Security number

• Driver license number, California identification card number, tax identification number,
passport number, military identification number, or other unique identification number
issued on a government document commonly used to verify the identity of a specific
individual

• Account number or credit or debit card number, in combination with any required
security code, access code or password that would permit access to an individual’s
financial account

• Medical information

• Health insurance information

• A username or email address, in combination with a password or security question
and answer that permits access to an online account

• Information or data collected by Automated License Plate Reader (ALPR) technology

• Unique biometric data

808.9.1   FORM OF NOTICE

(a) The notice shall be written in plain language, be consistent with the format provided
in Civil Code § 1798.29 and include, to the extent possible, the following:

1. The date of the notice.

2. Name and contact information for the Kingsburg Police Department.

3. A list of the types of personal information that were or are reasonably believed
to have been acquired.

4. The estimated date or date range within which the security breach occurred.
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5. Whether the notification was delayed as a result of a law enforcement
investigation.

6. A general description of the security breach.

7. The toll-free telephone numbers and addresses of the major credit reporting
agencies, if the breach exposed a Social Security number or a driver license or
California identification card number.

(b) The notice may also include information about what the Kingsburg Police Department
has done to protect individuals whose information has been breached and may include
information on steps that the person whose information has been breached may take
to protect him/herself (Civil Code § 1798.29).

(c) When a breach involves an online account, and only a username or email address in
combination with either a password or security question and answer that would permit
access to an online account, and no other personal information has been breached
(Civil Code § 1798.29):

1. Notification may be provided electronically or in another form directing the
person to promptly change either his/her password or security question and
answer, as applicable, or to take other appropriate steps to protect the online
account with the Department in addition to any other online accounts for which
the person uses the same username or email address and password or security
question and answer.

2. When the breach involves an email address that was furnished by the Kingsburg
Police Department, notification of the breach should not be sent to that email
address but should instead be made by another appropriate medium as
prescribed by Civil Code § 1798.29.

808.9.2   MANNER OF NOTICE

(a) Notice may be provided by one of the following methods (Civil Code § 1798.29):

1. Written notice.

2. Electronic notice if the notice provided is consistent with the provisions regarding
electronic records and signatures set forth in 15 USC § 7001.

3. Substitute notice if the cost of providing notice would exceed $250,000, the
number of individuals exceeds 500,000 or the Department does not have
sufficient contact information. Substitute notice shall consist of all of the
following:

(a) Email notice when the Department has an email address for the subject
person.

(b) Conspicuous posting of the notice on the department’s webpage for a
minimum of 30 days.

4. Notification to major statewide media and the California Information Security
Office within the California Department of Technology.
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(b) If a single breach requires the Department to notify more than 500 California residents,
the Department shall electronically submit a sample copy of the notification, excluding
any personally identifiable information, to the Attorney General.

808.10   RELEASE OF AUDIO OR VIDEO RECORDINGS RELATED TO CRITICAL
INCIDENTS
Video and audio recordings related to critical incidents shall be released upon a proper public
record request and subject to delayed release, redaction, and other release restrictions as
provided by law (Government Code § 6254(f)(4)).

For purposes of this section, a video or audio recording relates to a critical incident if it depicts
an incident involving the discharge of a firearm at a person by an officer, or in which the use of
force by an officer against a person resulted in death or in great bodily injury (as defined by Penal
Code § 243(f)(4)) (Government Code § 6254(f)(4)).

The Custodian of Records should work as appropriate with the Chief of Police or the Internal Affairs
Unit supervisor in determining what recordings may qualify for disclosure when a request for a
recording is received and if the requested recording is subject to delay from disclosure, redaction,
or other release restrictions.

808.10.1   DELAY OF RELEASE
Disclosure of critical incident recordings during active criminal or administrative investigations may
be delayed as follows if disclosure would substantially interfere with the investigation, such as by
endangering the safety of a witness or a confidential source:

(a) Disclosure may be delayed up to 45 days from the date the Department knew or
reasonably should have known about the incident.

(b) Delay of disclosure may continue after the initial 45 days and up to one year if
the Department demonstrates that disclosure would substantially interfere with the
investigation.

(c) Any delay of disclosure longer than one year must be supported by clear and
convincing evidence that disclosure would substantially interfere with the investigation
(Government Code § 6254(f)(4)).

808.10.2   NOTICE OF DELAY OF RELEASE
 When there is justification to delay disclosure of a recording, the Custodian of Records shall
provide written notice to the requester as follows (Government Code § 6254(f)(4)):

(a) During the initial 45 days, the Custodian of Records shall provide the requester
with written notice of the specific basis for the determination that disclosure would
substantially interfere with the investigation. The notice shall also include the estimated
date for the disclosure.

(b) When delay is continued after the initial 45 days, the Custodian of Records shall
promptly provide the requester with written notice of the specific basis for the
determination that the interest in preventing interference with an active investigation
outweighs the public interest in the disclosure, and the estimated date for the
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disclosure. The Custodian of Records should work with the Chief of Police in
reassessing the decision to continue withholding a recording and notify the requester
every 30 days.

Recordings withheld shall be disclosed promptly when the specific basis for withholding the
recording is resolved.

808.10.3   REDACTION
If the Custodian of Records, in consultation with the Chief of Police or authorized designee,
determines that specific portions of the recording may violate the reasonable expectation of
privacy of a person depicted in the recording, the Department should use redaction technology
to redact portions of recordings made available for release. The redaction should not interfere
with the viewer's ability to fully, completely, and accurately comprehend the events captured in
the recording, and the recording should not otherwise be edited or altered (Government Code §
6254(f)(4)).

If any portions of a recording are withheld to protect the reasonable expectation of privacy of a
person depicted in the recording, the Custodian of Records shall provide in writing to the requester
the specific basis for the expectation of privacy and the public interest served (Government Code
§ 6254(f)(4)).

808.10.4   RECORDINGS WITHHELD FROM PUBLIC DISCLOSURE
If the reasonable expectation of privacy of a person depicted in the recording cannot adequately
be protected through redaction, and that interest outweighs the public interest in disclosure, the
Department may withhold the recording from the public, except that the recording, either redacted
or unredacted, shall be disclosed promptly, upon request, to any of the following (Government
Code § 6254(f)(4)):

(a) The person in the recording whose privacy is to be protected, or his/her authorized
representative.

(b) If the person is a minor, the parent or legal guardian of the person whose privacy is
to be protected.

(c) If the person whose privacy is to be protected is deceased, an heir, beneficiary,
designated immediate family member, or authorized legal representative of the
deceased person whose privacy is to be protected.

If the Department determines that this disclosure would substantially interfere with an active
criminal or administrative investigation, the Custodian of Records shall provide the requester with
written notice of the specific basis for the determination and the estimated date of disclosure
(Government Code § 6254(f)(4)).

The Department may continue to delay release of the recording from the public for 45 days with
extensions as provided in this policy (Government Code § 6254(f)(4)(A)).
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Protected Information
810.1   PURPOSE AND SCOPE
The purpose of this policy is to provide guidelines for the access, transmission, release and
security of protected information by members of the Kingsburg Police Department. This policy
addresses the protected information that is used in the day-to-day operation of the Department
and not the public records information covered in the Records Maintenance and Release Policy.

810.1.1   DEFINITIONS
Definitions related to this policy include:

Protected information - Any information or data that is collected, stored or accessed by members
of the Kingsburg Police Department and is subject to any access or release restrictions imposed
by law, regulation, order or use agreement. This includes all information contained in federal, state
or local law enforcement databases that is not accessible to the public.

810.2   POLICY
Members of the Kingsburg Police Department will adhere to all applicable laws, orders,
regulations, use agreements and training related to the access, use, dissemination and release
of protected information.

810.3   RESPONSIBILITIES
The Chief of Police shall select a member of the Department to coordinate the use of protected
information.

The responsibilities of this position include, but are not limited to:

(a) Ensuring member compliance with this policy and with requirements applicable to
protected information, including requirements for the National Crime Information
Center (NCIC) system, National Law Enforcement Telecommunications System
(NLETS), Department of Motor Vehicle (DMV) records and California Law
Enforcement Telecommunications System (CLETS).

(b) Developing, disseminating and maintaining procedures that adopt or comply with the
U.S. Department of Justice’s current Criminal Justice Information Services (CJIS)
Security Policy.

(c) Developing, disseminating and maintaining any other procedures necessary to comply
with any other requirements for the access, use, dissemination, release and security
of protected information.

(d) Developing procedures to ensure training and certification requirements are met.

(e) Resolving specific questions that arise regarding authorized recipients of protected
information.

(f) Ensuring security practices and procedures are in place to comply with requirements
applicable to protected information.
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810.4   ACCESS TO PROTECTED INFORMATION
Protected information shall not be accessed in violation of any law, order, regulation, user
agreement, Kingsburg Police Department policy or training. Only those members who have
completed applicable training and met any applicable requirements, such as a background check,
may access protected information, and only when the member has a legitimate work-related
reason for such access.

Unauthorized access, including access for other than a legitimate work-related purpose, is
prohibited and may subject a member to administrative action pursuant to the Personnel
Complaints Policy and/or criminal prosecution.

810.4.1   PENALTIES FOR MISUSE OF RECORDS
It is a misdemeanor to furnish, buy, receive or possess Department of Justice criminal history
information without authorization by law (Penal Code § 11143).

Authorized persons or agencies violating state regulations regarding the security of Criminal
Offender Record Information (CORI) maintained by the California Department of Justice may lose
direct access to CORI (11 CCR 702).

810.5   RELEASE OR DISSEMINATION OF PROTECTED INFORMATION
Protected information may be released only to authorized recipients who have both a right to know
and a need to know.

A member who is asked to release protected information that should not be released should refer
the requesting person to a supervisor or to the Records Supervisor for information regarding a
formal request.

Unless otherwise ordered or when an investigation would be jeopardized, protected information
maintained by the Department may generally be shared with authorized persons from other law
enforcement agencies who are assisting in the investigation or conducting a related investigation.
Any such information should be released through the Records to ensure proper documentation of
the release (see the Records Maintenance and Release Policy).

Protected information, such as Criminal Justice Information (CJI), which includes Criminal History
Record Information (CHRI), should generally not be transmitted by radio, cellular telephone or any
other type of wireless transmission to members in the field or in vehicles through any computer or
electronic device, except in cases where there is an immediate need for the information to further
an investigation or where circumstances reasonably indicate that the immediate safety of officers,
other department members or the public is at risk.

Nothing in this policy is intended to prohibit broadcasting warrant information.

810.5.1   REVIEW OF CRIMINAL OFFENDER RECORD
Individuals requesting to review their own California criminal history information shall be referred
to the Department of Justice (Penal Code § 11121).
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Individuals shall be allowed to review their arrest or conviction record on file with the Department
 after complying with all legal requirements regarding authority and procedures in Penal Code §
11120 through Penal Code § 11127 (Penal Code § 13321).

810.6   SECURITY OF PROTECTED INFORMATION
The Chief of Police will select a member of the Department to oversee the security of protected
information.

The responsibilities of this position include, but are not limited to:

(a) Developing and maintaining security practices, procedures and training.

(b) Ensuring federal and state compliance with the CJIS Security Policy and the
requirements of any state or local criminal history records systems.

(c) Establishing procedures to provide for the preparation, prevention, detection, analysis
and containment of security incidents including computer attacks.

(d) Tracking, documenting and reporting all breach of security incidents to the Chief of
Police and appropriate authorities.

810.6.1   MEMBER RESPONSIBILITIES
Members accessing or receiving protected information shall ensure the information is not
accessed or received by persons who are not authorized to access or receive it. This includes
leaving protected information, such as documents or computer databases, accessible to others
when it is reasonably foreseeable that unauthorized access may occur (e.g., on an unattended
table or desk; in or on an unattended vehicle; in an unlocked desk drawer or file cabinet; on an
unattended computer terminal).

810.7   TRAINING
All members authorized to access or release protected information shall complete a training
program that complies with any protected information system requirements and identifies
authorized access and use of protected information, as well as its proper handling and
dissemination.

810.8   CALIFORNIA RELIGIOUS FREEDOM ACT
Members shall not release personal information from any agency database for the purpose of
investigation or enforcement of any program compiling data on individuals based on religious
belief, practice, affiliation, national origin or ethnicity (Government Code § 8310.3).
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Computers and Digital Evidence
812.1   PURPOSE AND SCOPE
This policy establishes procedures for the seizure and storage of computers, personal
communications devices (PCDs) digital cameras, digital recorders and other electronic devices
that are capable of storing digital information; and for the preservation and storage of digital
evidence. All evidence seized and/or processed pursuant to this policy shall be done so in
compliance with clearly established Fourth Amendment and search and seizure provisions.

812.2   SEIZING COMPUTERS AND RELATED EVIDENCE
Computer equipment requires specialized training and handling to preserve its value as evidence.
Officers should be aware of the potential to destroy information through careless or improper
handling, and utilize the most knowledgeable available resources. When seizing a computer and
accessories the following steps should be taken:

(a) Photograph each item, front and back, specifically including cable connections to other
items. Look for a phone line or cable to a modem for Internet access.

(b) Do not overlook the possibility of the presence of physical evidence on and around
the hardware relevant to the particular investigation such as fingerprints, biological or
trace evidence, and/or documents.

(c) If the computer is off, do not turn it on.

(d) If the computer is on, do not shut it down normally and do not click on anything or
examine any files.

1. Photograph the screen, if possible, and note any programs or windows that
appear to be open and running.

2. Disconnect the power cable from the back of the computer box or if a portable
notebook style, disconnect any power cable from the case and remove the
battery).

(e) Label each item with case number, evidence sheet number, and item number.

(f) Handle and transport the computer and storage media (e.g., tape, discs, memory
cards, flash memory, external drives) with care so that potential evidence is not lost.

(g) Lodge all computer items in the Property Room. Do not store computers where normal
room temperature and humidity is not maintained.

(h) At minimum, officers should document the following in related reports:

1. Where the computer was located and whether or not it was in operation.

2. Who was using it at the time.

3. Who claimed ownership.
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4. If it can be determined, how it was being used.

(i) In most cases when a computer is involved in criminal acts and is in the possession of
the suspect, the computer itself and all storage devices (hard drives, tape drives, and
disk drives) should be seized along with all media. Accessories (printers, monitors,
mouse, scanner, keyboard, cables, software and manuals) should not be seized
unless as a precursor to forfeiture.

812.2.1   BUSINESS OR NETWORKED COMPUTERS
If the computer belongs to a business or is part of a network, it may not be feasible to seize the
entire computer. Cases involving networks require specialized handling. Officers should contact a
certified forensic computer examiner for instructions or a response to the scene. It may be possible
to perform an on-site inspection, or to image the hard drive only of the involved computer. This
should only be done by someone specifically trained in processing computers for evidence.

812.2.2   FORENSIC EXAMINATION OF COMPUTERS
If an examination of the contents of the computer's hard drive, or floppy disks, compact discs, or
any other storage media is required, forward the following items to a computer forensic examiner:

(a) Copy of report(s) involving the computer, including the Evidence/Property sheet.

(b) Copy of a consent to search form signed by the computer owner or the person in
possession of the computer, or a copy of a search warrant authorizing the search of
the computer hard drive for evidence relating to investigation.

(c) A listing of the items to search for (e.g., photographs, financial records, e-mail,
documents).

(d) An exact duplicate of the hard drive or disk will be made using a forensic computer
and a forensic software program by someone trained in the examination of computer
storage devices for evidence.

812.3   SEIZING DIGITAL STORAGE MEDIA
Digital storage media including hard drives, floppy discs, CD's, DVD's, tapes, memory cards, or
flash memory devices should be seized and stored in a manner that will protect them from damage.

(a) If the media has a write-protection tab or switch, it should be activated.

(b) Do not review, access or open digital files prior to submission. If the information is
needed for immediate investigation request the Evidence Room to copy the contents
to an appropriate form of storage media.

(c) Many kinds of storage media can be erased or damaged by magnetic fields. Keep
all media away from magnetic devices, electric motors, radio transmitters or other
sources of magnetic fields.
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(d) Do not leave storage media where they would be subject to excessive heat such as
in a parked vehicle on a hot day.

(e) Use plastic cases designed to protect the media, or other protective packaging, to
prevent damage.

812.4   SEIZING PCDS
Personal communication devices such as cell phones, PDAs or other hand-held devices
connected to any communication network must be handled with care to preserve evidence that
may be on the device including messages, stored data and/or images.

(a) Officers should not attempt to access, review or search the contents of such devices
prior to examination by a forensic expert. Unsent messages can be lost, data can be
inadvertently deleted and incoming messages can override stored messages.

(b) Do not turn the device on or off. The device should be placed in a solid metal container
such as a paint can or in a faraday bag, to prevent the device from sending or receiving
information from its host network.

(c) When seizing the devices, also seize the charging units and keep them plugged in
to the chargers until they can be examined. If the batteries go dead all the data may
be lost.

812.5   DIGITAL EVIDENCE RECORDED BY OFFICERS
Officers handling and submitting recorded and digitally stored evidence from digital cameras and
audio or video recorders will comply with these procedures to ensure the integrity and admissibility
of such evidence.

812.5.1   COLLECTION OF DIGITAL EVIDENCE
Once evidence is recorded it shall not be erased, deleted or altered in any way prior to submission.
All photographs taken will be preserved regardless of quality, composition or relevance. Video
and audio files will not be altered in any way.

812.5.2   SUBMISSION OF DIGITAL MEDIA
The following are required procedures for the submission of digital media used by cameras or
other recorders:

(a) The recording media (smart card, compact flash card or any other media) shall
be brought to the Property and Evidence as soon as possible for submission into
evidence.

(b) Officers are not authorized to review or copy memory cards. The evidence technicians
are the only employees authorized to copy and/or distribute digital media made from
the memory cards.
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(c) As soon as possible following the collection of evidence, the camera operator is to
remove the memory card from their digital camera and place the card into a plastic
carrier. The card and carrier are then to be placed into a zip-lock type baggie. The
camera operator shall write their name and the related case number on the outside of
the baggie before placing in the film drop box along with the evidence form.

(d) Evidence technicians will make a copy of the memory card using appropriate storage
media. Once they have verified that the images properly transferred to the storage
media, the technicians will erase the memory card for re-use. The storage media will
be marked as the original.

(e) Officers requiring a copy of the digital files must request a copy on the evidence form
when submitted to evidence.

812.5.3   DOWNLOADING OF DIGITAL FILES
Digital information such as video or audio files recorded on devices using internal memory must
be downloaded to storage media. The following procedures are to be followed:

(a) Files should not be opened or reviewed prior to downloading and storage.

(b) Where possible, the device should be connected to a computer and the files accessed
directly from the computer directory or downloaded to a folder on the host computer
for copying to the storage media.

812.5.4   PRESERVATION OF DIGITAL EVIDENCE

(a) Only evidence technicians are authorized to copy original digital media that is held
as evidence. The original digital media shall remain in evidence and shall remain
unaltered.

(b) Digital images that are enhanced to provide a better quality photograph for
identification and investigative purposes must only be made from a copy of the original
media.

(c) If any enhancement is done to the copy of the original, it shall be noted in the
corresponding incident report.
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